IHdopmMaLnoHHaa namsaTKa ans
oby4atowmxca ansa pasmMeLleHns Ha
opumumnanbHbiX IHTEPHET-pecypcax

C KaKIbIM I'OJJOM MOJIOACKHU B HHTCPHETC CTAHOBUTLCSA 60.]1}3]]_[6, a IKOJIbBHUKU OAHU U3 CaMbIX
aKTHBHBIX IOJIb30BaTeneit Pynera. Mexny TeM, HIOMUMO OTPOMHOTO KOJIMYECTBA
BO3MOXKHOCTEH, MHTEPHET HECET U MPOoOieMbl. DTa MaMsTKa JODKHA ITOMOYb Tebe 6e301macHo
HAXOJHUTHCS B CETH.

KoMnbroTepHbie BUPYCHI

KoMIbroTepHBIN BUPYC — 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX ITPOrpaMM, OTINYUTEIBHON
0COOEHHOCTBIO KOTOPOM SIBIISIETCS CIIOCOOHOCTH K Pa3MHOKEHHUIO.

B nononHeHue K 3ToMy, BUPYChl MOTYT MOBPEIUTH WIH MOJHOCTHIO YHUUTOXHUTH BCe (hailiibl U
JTaHHbIE, TIOJJKOHTPOJIbHBIE [10JI30BATENI0, OT UMEHH KOTOPOro ObLIa 3alylieHa 3apaxEHHas
porpaMMa, a TakyKe MOBPEIUTh WU 1a)Ke YHUUTOXKHUTH ONEPAMOHHYIO0 CUCTEMY CO BCEMU
daitnamu B 11enoM. B 60IbIIMHCTBE CIIy4aeB pacpOCTPaHSIOTCS BUPYCHI Uepe3 HHTEPHET.

MGTOHBI 3alIUTHI OT BPCAOHOCHBIX ITPOrpaMMm:

1. Hcnonb3yit coBpeMeHHbIE ONEPAMOHHBIE CUCTEMBI, UMEIOLINE CEPhE3HBIN YPOBEHb
3alUTHl OT BPEJJOHOCHBIX POTpamm;

2. TlocrostHHO ycTaHaBIHMBal MauTH (IIU(PPOBBIE 3aIUIATKH, KOTOPBIE aBTOMATHYECKU
YCTaHaBJIMBAIOTCS C LEJbI0 JOPAaOTKU MPOrpaMMBbl) U Jpyrue OOHOBJIEHUS CBOEH
oTepaoHHOM cucteMbl. CKaunBai X TOJBKO ¢ O(UIIMATIBHOTO caidTa pa3paboTynka
OC. Ecnu cymiecTByeT peKUM aBTOMAaTHUYE€CKOTO OOHOBIJIEHUS, BKJIIOYH €T0;

3. Paloraii Ha cBOeM KOMITbIOTEpE TIOJ] PaBaMH IOJIb30BATENs, a HE aAMUHUCTPATOPA. DTO
HE M03BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOTrPaMM MHCTAJIIMPOBATHCS HA TBOEM
NEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE POTPaMMHBIE MPOTYKThl U3BECTHBIX MPOU3BOUTENEH, C

aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

Orpanuyb pU3HMUECKUH TOCTYI K KOMIBIOTEPY ISl TOCTOPOHHUX JIUIL;

6. Vcnonp3yii BHEITHUE HOCHTENN HHPOPMAIINH, TaKHe Kak (uIenika, TUCK Win (aiin u3
UHTEPHETA, TOJILKO U3 MPO(EePEHHBIX HCTOUHUKOB;

7. He oTkpbIBail KOMIBIOTEPHBIE (ailibl, TOJyYEHHbIE U3 HEHAEKHBIX HCTOYHUKOB. J{axe
Te (aiibl, KOTOpBIE MPUCIAN TBOM 3HAKOMBIN. JIydllle yToUHH y HEro, OTIpaBIIsI JIU OH
Tebe ux.

o

Ceru WI-FI

Wi-Fi - 510 He BHJI Tlepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIb Opera, mapka. Eme B 1991
rojly HUJepJaHJcKas KoMrnanus 3apeructpuposaia openn «K WECA», yto o603Hayano
cioBocouetanue «Wireless Fidelity», KoTopblif mepeBoAUTCS Kak «OecIpOBOIHAS TOYHOCTDY.

Jlo Hamero BpeMeHH JAoIuIa Ipyras abopeBuaTypa, KOTopas SBJISIETCS TAKOU )K€ TEXHOJIOTHEH.
Ot1o abbpeBuarypa «Wi-Fi». Takoe HazBaHMe OBLIO JaHO C HAMEKOM Ha CTaHAAPT BBICIIHI
3ByKOBOM TexHUKH Hi-Fi, 4T0O B mepeBojic 03Ha4YaeT «BBICOKAs TOUYHOCTHY.



Ja, 6ecruiaTHbI HHTEPHET-IOCTYII B Kae, OTENAX U a’poropTax SBISIETCS OTIMYHON
BO3MOKHOCTBIO BBIXOZIa B UHTEpHET. HO MHOTME 3KCIepThl CUMTAIOT, YTO 00IIEe0CTYyIIHbIE Wi-
Fi cetu He sBNsAIOTCA O€30MaCHBIMU.

Cosertsl 110 Oe30macHOCTH pabore B 001Iea0cTynHbIx ceTsx Wi-fi:

1. He nepenasaii cBoro JIMuHyIO HH(MOpMaIuio yepe3 odmenoctymnubie Wi-Fi cetu. Paboras
B HUX, KeJIaTEJIbHO HE BBOJIUTH MAPOJIH JOCTYIIA, JIOTHHBI U KaKWe-TO HOMEpa;

2. Hcnonp3yii 1 OOHOBIISII aHTUBUPYCHBIE IPOTPaMMBbI B OpaHaMayep. Tem caMmbIM Thl
obe3omacuiib ce0s OT 3aKaYKH BUPYyca Ha TBOE YCTPOMCTBO;

3. Ilpum ucnonb3oBanuu Wi-Fi otkmroun ¢pyHkiuo «O0muil goctyn K danaam u
npuHTepam». JlaHHas GyHKIHS 3aKphITa MO0 YMOJIYaHUI0, OJHAKO HEKOTOPhIE
MOJIb30BATENH AKTHBUPYIOT €€ ISl yI00CTBa HCIIOIB30BaHMS B paboTe Win yueoe;

4. He ucnonb3yit myonuunbiii WI-FI anis nepenaun TUYHBIX JaHHBIX, HATPUMEp IS
BBIXO/Ia B COIIMAIILHBIC CETH WM B AJICKTPOHHYIO MTOUTY;

5. Hnonw3yii Tonbko 3amuiiennoe coeaunenne yepes HTTPS, a ue HTTP, 1.e. mpu Habope
BeO-apeca BBOAM UMEHHO «https://»;

6. B mo6mibHOM Tenedone otkmoun Gpynkuuio «llonkmouenue k Wi-Fi aBromaTrueckm.
He nomyckait aBTOMaTn4eckoro moAKII0YeHHs ycTpoicTBa K ceTsim Wi-Fi 6e3 TBoero
COIJIacHsl.

CoumnajnHble ceTH

ConuanbHbIe CETH aKTUBHO BXOJIAT B HAIILY )KU3Hb, MHOTHE JIFOJM PA0OTAIOT U JKUBYT TaM
MOCTOSTHHO, a B Facebook yxe 3apeructpupoBan MUJUIAAP/T YSIIOBEK, UTO SIBISICTCS OJTHON
CeILMOU BCEX JKUTEIEH INIaHETEL.

MHorue moIb30BaTeIn He IIOHHUMAIOT, YTO I/IH(l)OpMaHI/ISI, pasMCIICHHAasA UMHU B COIMATIbHBIX
CETAX, MOXCT OBITh HaﬁneHa " UCIIOJIb30BaHa KEM YIroaHO, B TOM YHUCJIC HE 00s13aTENBHO C
OJaruMu HaMCEpPCHUSIMMU.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH B COMMAJIBHBIX CCTAX!

1. Orpanuyb cicok apy3el. Y Te0s B APY3bsSX HE JOJKHO OBITh CITy4alHBIX
HE3HAKOMBIX JIHOJIEH;

2. 3amminai CBOXO YaCTHYIO KW3Hb. He yka3wiBaii maposu, TenedoHsbl, aapeca, 1aTy TBOETO
POXKICHUS U JPYTYIO JIMYHYIO HHPOpPMAIIHIO. 370YMBIIUIEHHUKA MOTYT UCIIOJIb30BATh
Jaxe nHGOPMAITHIO O TOM, KaK Thl U TBOU POJUTEIH TUTAHUPYETE MPOBECTU KAaHUKYIIBI;

3. Bamminai CBOIO permyTaluio - AEpKH €€ B YIUCTOTE U 3a/1aBail cebe BOIPOC: XOTEN ObI ThI,
yTOOBI IPYTHE MOIH30BATEIN BUJIEITH, YTO THI 3arpyxaenisb? [logymaii, mpexe 4em 9ro-
TO OMyOJIMKOBATh, HAMTUCATH U 3aTPY3UTh;

4. Ecnu T TOBOPHIIIH C JIFOJBMH, KOTOPBIX HE 3HACIIIb, HE UCIIOJIb3YH CBOE peaTbHOE UMS 1
JIPYTYIO THYHYIO HHPOPMAITUH: UMsI, MECTO KUTEIbCTBA, MECTO Y4eObI U MpoUee;

5. Uzberait pazmenienus ¢portorpaduii B IHTEpHETE, T11e THI H300paXe€H HA MECTHOCTH, 10
KOTOPOM MOKHO OIPENEIUTh TBOE MECTOMOIOKEHHUE;

6. Ilpu perucrparuu B COMAIBHON CETH HEOOXOIUMO HCITOJIB30BATh CIIOXKHBIC TTAPOJIH,
cocrosue u3 OykB ¥ (P U C KOTUIECTBOM 3HAKOB HE MEHEe §;

7. Jlns coruanbHOM CETH, MOYTHI U APYTUX CAaWTOB HEOOXOAMMO HCIIOIH30BaTh Pa3HbBIC
naponu. Toraa eciau Te0s1 B3TOMAOT, TO 3JIOYMBIIIICHHUKH MOy4aT TOCTYI TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHBbIE IeHbI' U



DJEeKTPOHHBIE JICHBI'H — 3TO OYEHb yJOOHBIN CIIOCO0 IMIaTeXel, OJJHAKO CYIIECTBYIOT
MOILICHHUKH, KOTOPBIE XOTAT MTOJIYYUTh 3T JICHBIU.

3JI€KTpOHHBI€ JACHBI'Y ITOABHUIINCH COBCEM HCAABHO M UMCHHO M3-3a 3TOI'0O BO MHOT'MX
rocyaapCTBax A0 CUX IIOP HEC NPOIHCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHu QyHKIIMOHUPYIOT U O HUX Y€ MPOMUCAHO B 3aKOHE, Te UX Pa3/IeystoT Ha
HECKOJIbKO BHJIOB — aHOHMMHbBIC U HE aHOHUMHBIE. Pa3Huiia B TOM, 4TO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peliaercs MPOBOAUTH onepaluu 6e3 uaeHTUGUKALUY 0JIb30BaTeNd, a B
HEAHOHHUMHBIX UACHTU(UKAIINY [T0JIb30BATENS SBISETCA 0043aTeNbHOM.

Taxxe crnenyeT pa3nuyarh 1eKTPOHHbIE (PUaTHBIEC AEHBIY (pPaBHBI TOCYAAPCTBEHHBIM BaJIOTaM)
U JIEKTPOHHbIE He(pUaTHbIE NEHBIH (HE paBHBI TOCYAApCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI 110 OE30I1aCHOM pa60Te C SJICKTPOHHBIMHU JICHbI'aMU:

1. TlpuBsixu K cyeTy MOOMIBHBIHN TenedoH. DTo camMblii yIOOHBIH U OBICTPBIN CIIOCOO
BOCCTaHOBUTH JOCTYII K cuery. [IpuBs3aHHbIi TenedoH MOMOKET, eciiu 3a0y/elib CBOi
TJIATEKHBIN MMAPOJIb UM 3aiIEIb HA CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. HWcnonb3yii onHopaszoBblie mapoinu. [locie nepexona Ha yCUIICHHYIO aBTOPU3AIIHMIO Te0e
y’Ke He Oy/IeT yrpoaTh ONAaCHOCTb KPa)XH WJIU IepexBaTa IIaTeKHOT0 MapoJls;

3. BriOepu cnoxHbIii naposs. [IpecTynmHukam OyaeT He MPOCTO YraaaTh CIOKHBIN Mapoib.
Hanexxnble maponu — 3T0 napoiid, KOTOpbIE COJIEPKaT HE MEHEE 8 3HAKOB U BKJIFOYAIOT
B ce0sl CTpPOYHBIC U MPOMUCHBIE OYKBBI, IU(PPHI K HECKOJIHKO CUMBOJIOB, TAaKHE KaK 3HAK
nosuiapa, pyHTa, BOCKIMIATEIbHBIN 3HaK ¥ T.11. Hanpumep, $tROng!;;

4. He BBOJIU CBOU JIMYHBIEC JaHHBIE HA CATaX, KOTOPHIM HE TOBEPSACIIb.

DJICKTPOHHAs 1OYTA

QHCKTpOHHaH mo4Ta — 3TO TCXHOJIOTUSA U MMPEAOCTABIISICMBIC CHO YCIIYT'H IO MEPECHUIKE U
MOJIYYCHHIO 3JICKTPOHHBIX COO6H.[€HI/II71, KOTOPLIC paCIIPCACIIAIOTCS B KOMHLIOTepHOﬁ CCTH.

OOBIYHO JIEKTPOHHBIN TOYTOBBIN SIIUK BHITIISIUT CIEAYIOMUM 00pa3oMm:
UMS_TI0JTB30BaTESI(WUMS_JIOMEHA.

Taxxe KpoOMC€ nepeaavun nmpoCToro TeKCTa, UMCECTCSA BO3MOKHOCTD IICPEAABATh q)aﬁHLI.

OCHOBHBIC COBETHI 10 0€30ITaCHOM pa60Te C BHCKTpOHHOﬁ IMOYTOM:

1. Hano BbIOpaTh NpaBUIBHBINA OYTOBBIN cepBHC. B HHTEpHETE €CTh OrpOMHBIN BBIOOP
OecIUTaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JYYIIE TOBEPATH TEM, KOT'O 3HACIIb U KTO
IIEPBBII B PEUTHHTE;

2. He yka3piBaii B 1nuHON nouTte Iu4Hyto nHGopmMaruio. Hampumep, sydie BeIOpaTh
«MY3bIKaJIbHBIA _(aHaT@» nin «pok2013» BMecTo «remal3»;

3. Hcnonb3yii ABYX3TalHYIO aBTOPHU3AIMIO. ITO KOTJa IOMUMO MapoJjis HY>KHO BBOJHTD
KO/I, IpUChIIaeMbIi 110 SMS;

4. BpiOepu CI0XKHBIN Mapoib. [ Kak10ro MoYTOBOrO SIIKMKa JOJIKEH ObITh CBOM
HAJCKHBIM, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecium ecTh BO3MOXKHOCTB HAlMCcaTh CaMOMY CBOM JIMYHBIN BOMPOC, UCTIOIB3YH ATy
BO3MOKHOCTB;

6. Hcrnosp3yit HECKOJIBKO MOYTOBBIX SITUKOB. [IepBbIi 111 4aCTHOM MEPETHCKHU C
azipecaTamMH, KOTOPBIM ThI IOBEPSIEIb. JTO ANEKTPOHHBIN aApec HE HAaJ0 UCII0JIb30BATh
IPU perucTpanuu Ha opymax U cairax;

7. He oTkpsIBail (aiiiasl 1 qpyrue BIOKEHHUS B MMChMAaXx JaXKe €CJIM OHU MPUILIH OT TBOMX
npy3eit. Jlydie yTouHu y HUX, OTIPABIISUIN JTM OHU TeOe 3TH (ailiibl;



8. Tlocne okoHYaHUs pabOTHI HA IOYTOBOM CEPBUCE Tepe]] 3aKPHITHEM BKIIAJKU C CAUTOM
He 3a0y/1b HAKaTh Ha «BBIATHY.

Knﬁepﬁymmﬂr NJIH BUPTYaAJbHOC U31€BaATECJILCTBO

KubepOyminuHr — npecienoBanue COOOIMICHUIMH, COIEPKAIUMU OCKOPOJICHHS, arPeCcCHIo,
3aIlyTHBaHKE; XyJIUT'aHCTBO; COLIMAILHOE OOMKOTUPOBAHKE C IIOMOIIBIO PA3INYHBIX HHTCPHET-
CEPBHCOB.

OCHOBHBIE COBETHI 110 OOPKOE C KHOEPOYILTUHTOM:

1. He Gpocaiics B 60ii. JIyummii crioco6: mocoBeToBaThCs Kak ceOs BECTH U, €CIH HET TOTO,

K KOMY MOXHO O0paTHThCs, TO BHaYalle YCIOKOUThCs. Eciiu Thl HauHelb OTBeYaTh

OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO e1le OOJIbINe pa30XiKellb KOH(IUKT;

VYmpasinsii cBoeil kubeppenyTaiuei;

3. AHOHHMMHOCTH B ceTd MHUMasi. CyIIeCTBYIOT CIOCOOBI BEISICHUTB, KTO CTOHT 32
QHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJIHTaHCKUI 00pa3 BUPTyanbHOH ku3HU. HTEpHET hukcupyer Bce

TBOM JICMCTBUS M COXPAHSAET UX. Y AATUTh UX OyAeT KpaiiHe 3aTpyIHUTEIbHO;

CoOuto1aii CBOM BHPTYaIbHYIO YECTh CMOJIOAY;

6. Wrnopupyit equHuuHbIi Heratus. OIHOPa30BbIe OCKOPOUTEIbHBIE COOOILIEHHS Tyl
UrHopupoBaTh. OOBIUHO arpeccusi NpeKpalaeTcs Ha Ha4ajabHOU CTaauu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSMH, B COITMATIBHBIX
CeTSAX €CTh BO3MOXHOCTb OJIOKUPOBKHU OTIPABKU COOOILIECHUM C ONPEIeIIEHHBIX apECOB;

8. Ecmu 161 cBUAeTens kubepOyumHra. TBOM 1eHCTBHS: BEICTYIIUTH IPOTHB
IIpECIIE0BaTENs], T0OKA3aTh EMY, YTO €T0 IEHCTBUS OLICHUBAIOTCSI HETaTUBHO,
NOJJIEPKATh JKEPTBY, KOTOPOU HY’KHA IICUXOJIOTMYECKask TOMOIIb, COOOIIUTH B3POCIIBbIM
0 (hakTe arpecCUBHOIO OBEJICHUS B CETH.

N
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MoOunbHbIii TesiedoH

CoBpemenHble cMapT(HOHBI U TUIAHIIETHI COAEpPkKAT B ce0e BIOJIHE B3pOCIbIN (YHKIIMOHAT, U
Tenepb OHU MOT'YT KOHKYPUPOBATh CO CTAllMOHAPHBIMU KOMIIbIoTepamMu. OJHAKO, CPENICTB
3alUTHI ISl TOAOOHBIX YCTPOICTB IMOKA OYE€Hb MaJIo.

TecTupoBaHuE U MOUCK YSI3BUMOCTEW B HUX IPOUCXOJIUT HE TaK MHTEHCUBHO, Kak 1y [1K, To
K€ caMO€ KacaeTcsi U MOOWIbHBIX TIPHIIOKEHHUH.

COBpeMeHHLIC MOOUJIbHBIE 6pay3epbl YiKC MMPAKTUYCCKU NOTHAJIN HACTOJIbHBIC aHAJIOTHU, OAHAKO
pacmiupeHuc (I)YHKL[I/IOHaJ'Ia BJIEUET 3a COOOM 60.IIBH_IYIO CJIO)KHOCTb U MCHBIITYIO 3allIUIIICHHOCTD.

I[aJ'ICKO HC BCC IPOU3BOAUTECIIN BBIITYCKAIOT O6HOBHCHI/I$I, 3aKPbIBAOIIUC KPUTHYCCKUC
YA3BUMOCTHU 11 CBOUX YCTpOﬁCTB.

OCHOBHBIC COBETBI JJIA 0e30MacHOCTH MOOUIILHOTO TCJ'IC(I)OHEIZ

1. Hwuuero He sBIsIETCS TO-HACTOSIIEMY OeCIUTaTHBIM. By OcTOpOkeH, Bellb Koraa Tede
npeuiaratoT 6ecIuIaTHbIH KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIaTHBIE
YCIIyTH,

2. Jymaii, mpex/e ueM oTnpaButh SMS, ¢poTo niam Buzaeo. Thl TOUYHO 3HACIb, I71€ OHU

OyIyT B KOHEYHOM HUTOTE?

Heo6xoa1Mo 0OHOBIATE ONEPAITMOHHYIO CUCTEMY TBOETO CMapT(OHa;

Hcnonp3yli aHTUBHPYCHBIE TPOTPAMMBI TSI MOOMIIBHBIX TeIe(OHOB;

5. He 3arpyxaii npuaoXeHus: OT HEM3BECTHOTO UCTOYHUKA, BE/Ib OHU MOTYT COZIEPKaTh
BPEIOHOCHOE MTPOTPaMMHOE 00eCTIeUeHHE;

How



6. Ilocie Toro Kak ThI BBIMIEIIb C caiiTa, T/Ie BBOJWII JIMYHYIO HH(POPMALIUIO, 3aii11 B

HaCTPOUKHU Opay3epa U yJaiau cookies;

[Tepuoandecku MpoBepsiii Kakue IIATHBIE YCIIYTH aKTHBHPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBoif HOMEep MOOUIILHOTO TeJIe(OHA TOJIBKO JIIOJIIM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEPSICIITb;

9. Bluetooth momkeH ObITH BBIKITFOUYECH, KOTJIa ThI UM HE MOJIb3yelbcs. He 3a0biBaii mHOT 1A
MPOBEPSTH 3TO.

~

Online urpsl

CoBpeMeHHbIE OHJIAH-UTPBI — 3TO KPACOYHbBIE, 3aXBaTHIBAIOIINE Pa3BICUCHUS, 00bEINHSIONINE
COTHH ThICSY YEJIOBEK MO BceMy Mupy. rpoku uccieayoT JaHHbIH UM MHp, OOIIAIOTCS IPYT C
JIPYrOM, BBITIOJIHSIOT 3a/IaHUS], CPAXKAIOTCSI C MOHCTPAMU U TIOJIYYatOT OIBIT. 32 YI0BOJILCTBUE
OHM TUIATAT: MOKYIAIOT JIUCK, OIJIAYMBAIOT a00OHEMEHT HJIM IPUOOPETAIOT KAaKUE-TO OTIIHH.

Bce aTH cpeactBa uayT Ha nojepKaHUe U pa3BUTUE UTPBI, @ TAK)KE HA caMy 0€3011aCHOCTD:
COBEPIICHCTBYIOTCSA CUCTEMBI aBTOPU3AIINHU, BBITYCKAIOTCS HOBBIE NaT4X (I POBLIE 3aIUIaTKH
JUISI IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HO[[O6HI)IX HUrpax CTouT OornacaTtbCqa HE CTOJIBKO CBOUX CONICPHUKOB, CKOJIBKO KPaXH TBOCTO
apoJisi, Ha KOTOpOM OCHOBAaHAa CUCTEMaA aBTOpHU3allun OONBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 OE30IIaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnm npyroii urpok BeneT cedsl MI0X0 MK Co3/aeT TeOe HEPHUITHOCTH, 3a0JI0KUPYH ero
B CIIUCKE UTPOKOB;

2. Tloxanyiics aAMUHUCTpATOpPaM UTPHI Ha IJI0XOE MOBEIEHUE ITOr0 UTPOKA, JKEIaTEIbHO

INPUIOKUTH KaKHe-TO JI0Ka3aTelbCTBa B BUJI€ CKPUHOB;

He yka3zpiBaii 1MuHyro nHGopManuio B npodaiine urpsr,

VYBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeouIaabHble MATYU U MOJBI;

Hcrnons3yil ClI0KHBIE U pa3HbIE IAPOJIH;

Jla>xe BO BpeMsl UTPbI HE CTOUT OTKJI04aTh aHTUBUPYC. [loka Tel urpaens, TBOI

KOMITBIOTEP MOTYT 3apa3uTh.

No ok w

DOUIIUHT WA Kpaika JUYHbIX JaHHbIX

OOBIYHOM Kpakel eHeT U IOKYMEHTOB CErOHs Y’Ke HUKOro He yauBHU{Ilb, HO ¢ pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 37I0YMBIIUIEHHUKU IEPEMECTIIIMCH B UHTEPHET, U IIPOJOJIKAIOT
3aHUMATBCS WTHOOMMBIMY JIETIOM.

Tak mosiBUIIach HOBas yrpo3a: HHTEPHET-MOILIEHHUYECTBA WK (DUILKHT, TJIaBHAs 1[eJIb KOTOPOTO
COCTOUT B TOJIY9E€HUH KOH(QUICHIIMATBFHBIX TAaHHBIX TI0JIh30BaTeNel — JIOTHHOB U mapoJeii. Ha
aHrMiickoM s3bike phishing unraercs kak gummar (ot fishing — peiOHas noBis, password —
11apoJib).

OcHOBHBIE COBETHI IO 60pHOE ¢ HUITMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecii TBI I07103peBaetirb, YTO TBOSI aHKETA ObLTa B3JIOMaHa,
TO HE0OXOAUMO 3a0JIOKUPOBATh €€ U COOOLIUTh aJIMUHUCTPAaTOpPaM pecypca 00 ITOM Kak
MOKHO CKOpEe;

2. Hcnonp3yii 6e3onacHble BeO-CalfThl, B TOM YHCIIE, HHTEPHET-Mara3uHOB U IOUCKOBBIX
CHCTEM;



3. Hcnonb3yii ciioxHbIe ¥ pa3Hble Tapoiu. Takum o0pa3oM, eciii Te0s1 B3IIOMArOT, TO
3JI0YMBIIIJIEHHUKH IOJIY4aT AOCTYH TOJBKO K OJJHOMY TBOEMY IIPO(UIIIO B CETH, a HE KO
BCEM;

4. Ecnu Te0s B310MaNId, TO HEOOXOUMO MPEAYNPENUTh BCEX CBOMX 3HAKOMBIX, KOTOPbIE

no0aBiieHbl y TeOsl B IPY3bsIX, O TOM, YTO T€OS B3JIOMAJIU U, BO3SMOXHO, OT TBOETO UMEHH

OyzeT pacchUIaThCs CllaM U CChUIKU Ha (DUIIMHIOBBIE CAMThI;

YcranoBu HagexxHbid apoib (PIN) Ha MoOMIbHBIH TenedoH;

OTk1r04M cOXpaHeHue napoJs B Opaysepe;

7. He oTkpsiBail (aiiasl 1 Jpyrue BIOKEHHUS B MMChMAaXx Ja)e €CJIM OHU MPUILIH OT TBOMX
apys3eil. Jlydiie yTouHM y HUX, OTHPABIIsUIN JIM OHU TeOe 3TH (aiiibl;

ISl

Hudposas penyranus

[udposas penyTauus - 3T0 HEraTUBHAsI WM NO3UTUBHAS MH(OpMALMS B CETH O Tebe.
Komnpomerupyromas uHpopmaius pa3MeleHHas B MHTEPHETE MOXKET CEPhE3HBIM 00pazoM
OTPa3UThCS HA TBOEH PEAIbHOM KU3HU.

«udposas pemyramus» - 3T0 TBOW UMHJIK, KOTOPBIH popMupyercs u3z uHPopmanuu o Tede B
WHTEpHETE.

TBoe mecTo KUTCJIBCTBA, y‘Ie6BI, TBOC (I)I/IHaHCOBOG ITIOJIOKCHUC, 0COOEHHOCTH XapakKTepa u
pacCKasbl O OJIM3KHUX — BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue noJpoCcTKH JErKOMBICIEHHO OTHOCATCS K IMyOIMKaluy JTMYHON UH(OpMAIMK B
WNHTepHeTe, He MOHUMAsi BO3MOKHBIX IIOCIEACTBUAN. ThI 1aXke HE CMOKEIb JOTrafaThCs O TOM,
yto oTorpadusi, pazMemieHHas 5 IeT Ha3zaj, cTaja IPUINHONW 0TKa3a MPHUHATH TeOs Ha padoTy.

KommenTapuu, pa3menienue TBoux Gororpaduii u apyrue AeicTBUs MOTYT HE HCUE3HYTh Jaxe
MOCJI€ TOTO, KaK Thl X YJAIHIIb. Thl HE 3HACIIH, KTO COXPAHMII 3Ty HH(POPMAIIHIO, TIOTIaJia JIH
OHA B MMOMCKOBBIE CUCTEMBI M COXPaHUIIACh JIU OHA, a TJIABHOE: 4YTO MOIyMaloT 0O Tebe
OKpPY>KaloIlee JIF0/Id, KOTOphIe HAUAYT U yBUAAT 3T0. HaliTn nHdOopMmaIuio MHOTO JIET CITyCTA
CMOKET JII000i1 — Kak U3 T0OPBIX MOOYXKACHHI, TaK U C HAMEPEHHEM MIPUYUHUTE Bpell. ITO
MOKET OBITh KTO YTOJIHO.

OcCHOBHBIE COBETHI IO 3alIUTE LIUPPOBON penmyTaliu:

1. Tomymaii, mpex/ie 4eM 4TO-TO MyOJIMKOBATh U MepeaaBaTh y ce0si B 6J0re Win B
COIIMAILHOM CETH;

2. B mactpoiikax nmpoduisi ycTaHOBH OTPaHUYCHHUS Ha MTPOCMOTP TBOETO MPODHIIS U €T0
COZIEPKUMOT 0, CHIEIIall €ro TOJIBKO «JUIs APY3€en»;

3. He pa3mMemniaii u He yka3biBail HH(POpPMAIIHEO, KOTOPas MOKET KOTO-JIM00 OCKOPOJISITh HITH
00MXKaTh.

ABTOpCKOE PaBo

CoBpeMeHHbIE MKOJIbHUKH— aKTUBHBIE TTOJIb30BaTeNH IU(POBOro mpocTpancTsa. OnHAKO
JTAJIEKO HE BCE 3HAIOT, YTO MOJIb30BAHHE MHOTHMHU BO3MOXKHOCTSIMH IIH(PPOBOTO MUpa TpeOyeT
COOJTIOICHHSI TIPAB HA MHTEIJICKTYAIBHYIO COOCTBEHHOCTb.

TepMHUH «MHTENIEKTYyalbHas COOCTBEHHOCTh)» OTHOCHUTCS K Pa3IMUYHBIM TBOPEHUAM
YeJI0BEUYECKOro yMa, HaunHasl ¢ HOBBIX M300pETEHUH U 3HaKOB, 0003HAYAIONTUX COOCTBEHHOCTh
Ha NMPOJYKTHI U YCIYTH , U 3aKaHYMBast KHUTaMH, poTorpadusiMu, KHHOPHIbMaMU U
MY3bIKJTbHBIMH [TPOU3BEACHUSIMHU.

ABTOpCKHE MpaBa — 3TO MPaBa Ha HHTEIUIEKTYaJbHYI0 COOCTBEHHOCTb Ha NMPOU3BECHHS HAYKH,
JIUTEPATyphl U UCKYCCTBA.



ABTOpCKHE MpaBa BBICTYNAIOT B KAYECTBE TaPAHTUH TOTO, YTO MHTEIJICKTYaJIbHBINA/TBOPYECKUIA
TPYZ aBTOpa He Oy/eT HallpacHbIM, 1aCT EMY CIIpaBeUIMBbIE BO3MOKHOCTH 3apaboTaTh Ha
pe3ynbTaTax CBOEro Tpyaa, MOIYYUTh U3BECTHOCTh U IPU3HAHMKE.

Huxkro 6e3 pa3pelieHus aBTopa He MOXKET BOCIIPOM3BOAUTH €T0 IIPOU3BEACHUE, paCIPOCTPAHSATh,
nyOJIMYHO IEMOHCTPUPOBAThH, IPOAABATH, UMIIOPTHPOBATH, ITYCKATh B IPOKAT, MIyOIMYHO
UCTIOJIHATH, IOKA3bIBATh/UCIIOIHATH B AHpe WM pa3memiaTs B IHTepHeTe.

Hcnons3oBanne «IHUPATCKOIro» IMporpaMmMHOro o0ecIreyeHnss MOJKET IMPUBECTHU K MHOT'UM
pUCKaM: OT MOTCPU NAHHBIX K TBOUM dKKAyHTaM 0 6JIOKI/Ip0BKI/I TBOCTO yCTpOfICTBa, Trac
YCTaHOBHeHHBIﬁ HC JICTaJIbHAa IporpamMma. He crout Takxke 336BIBaTB, 4TO CYHIECTBYECT
JIeraJIbHEIC U OeCIIaTHBIE IMporpamMmsbl, KOTOPbIC MOKHO HaWTH B CETH.

O noprane

CereBU4OK.p(h — TBOM TTIaBHBIN COBETYUK B CETU. 3[1€Ch Thl MOXKEIIb Y3HATh O 0€30MaCHOCTH B
CETHU TOHSATHBIM U JIOCTYITHBIM SI3BIKOM, a TP BOZHUKHOBEHUN KPUTUYECKON CUTYyaIIH
00paTUThCS 32 COBETOM. A TaKkKe MPUHATH y4acTHe B KOHKYpCax M CTaTh CaMbIM IIU(POBBIM
rpaxxjaHuHOM !





